Acceptable Use

Frequently Asked Questions (FAQ’s)
Personal Use of the Computer
Playing Games


Printing
Reporting Unwanted Email and Co-worker Misuse
Using Email
Music
Using Instant Messaging
Using Personal Pictures, Screen Savers and Wallpaper
Internet Browsing
Personal Use of the Computer

Q:
Can I use my computer for on-line banking?

A:
No.

Q:
Can I keep my resume on my office computer?

A:
Yes, if for work-related purposes.   

Q:
Can I bring my kids in to the office to do Internet research on my office computer?

A:
No.

Q:
Can I apply for other jobs on-line from my office computer?

A:
No.  

Q:
Is it okay to fill out tax forms on the Internet and submitting them using my work computer?

A:
No, not at any time.

(See also Internet Browsing on page 5.)

Playing Games

Q:
Can I play Internet-based games on my office computer?

A:
No.

Q:
Can I play games that are on my work computer during my breaks and lunch?

A:
No.

Printing

Q:
Can I print signs for my kids' school projects on the office printer?

A:
No.

Q:
Can I print signs for my co-workers Birthdays or other Team celebrations?

A:
Yes, only if you have approval from your supervisor for the expense.

Reporting Unwanted Email and Co-worker Misuse

Q:
What should I do if I see a co-worker surfing inappropriate web sites, such as XXX?

A:
Report it to your supervisor.

Q:
How do I report unwanted email?

A:
Report it to your IT section.

Using Email

Q:
Can I receive personal email to read and follow up?
A:
If you receive a personal email that needs an immediate response, respond with a brief message.  If the email does not require an immediate response, forward it home to deal with later.  Inform the sender that you can't receive any more emails at your work address and give them your home email address.

Q:
Can I use my work email to send information to a friend or family member that is needed ASAP?

A:
Yes, if this is “essential personal business.”  It is appropriate to place a brief phone call or send a short email.

Q:
Is it permissible to access my personal email account through my computer at work?

A:
No.

Q:
I need to confirm lunch plans for today.  Is it okay to send an email or call?

A:
Yes.

Q:
Can I try to sell tickets to co-workers via email?

A:
No.  However, you may send an email to co-workers to give the tickets away.

Q:
Is it okay to receive personal emails, which may include stories, jokes, and photos?

A:
No. Generally you can control who sends you emails by releasing your e-mail address only for business purposes.  You should tell your friends and family to send emails to your home email address.

Q:
Is it okay to send "funny" emails of stories, jokes, and photos?

A:
No.  This includes participating in chain-mail scams.

Q:
Is it okay for an employee and spouse to exchange multiple emails throughout the day if the subject matter is not "essential personal business?"

A:
No.

Q:
I participate in my church’s prayer group.  I may receive 0-5 emails a week for prayer requests.  Is this acceptable?

A:
No.  

Q:
Is it permissible to provide my work email address in order to receive e-mail confirmations of personal orders or to receive notices of sales for personal items? 

A:
No.

Q:
Can I send electronic greeting cards?

A:
Yes, if it is work-related.  

Q:
Can I send a reminder email to my personal account from work?

A:
Yes.  Make sure you keep it brief.

Q:
Can I use my NDE email account to sign up for CNN headline news or other types of like services?

A:
No.  If you have to sign up, it is not acceptable.

Music

Q:
Can I play CDs on my office computer?

A:
Yes.

Q:
Can I burn a music CD on my office computer?

A:
Only if it is work-related.

Q:
Can I store music files on my office computer or network drive?

A:
No.  This would be a copyright violation and requires too much storage space.

Q:
Can I play Internet radio stations?

A:
No.

Using Instant Messaging

Q:
Can I use instant messaging for non-work-related purposes?

A:
Only VR staff is authorized to use instant messaging for business purposes.  The remainder of the Department is not authorized to use instant messaging for any purpose.

Using Personal Pictures, Screen Savers and Wallpaper

Q:
Can I store a few vacation pictures on my computer to use as a screen saver or wallpaper?

A:
No, per Administrative Memorandum #704.

Q:
Can I download graphics and pictures from the Internet to use as screen saver or wallpaper pictures?

A:
No, per Administrative Memorandum #704.

Q:
Can I email vacation pictures to myself from my home computer for use on my office computer?

A:
No.

Internet Browsing

Employees may use the Internet to conduct work-related activities and/or essential personal business.  In addition, the Internet may be used for personal browsing that is not work-related, subject to the policies in Administrative Memorandum 708, as long as it is conducted during break, lunch, or other non-duty time.
Internet Browsing Q&A’s 

Q:
Can I make personal purchases on-line at work?

A:

No.  On-line personal purchases are prohibited, across all NDE divisions.

Q:
Can I apply for other jobs on-line from my office computer?

A:
No.  

Q:
Can I check my state employment benefits on-line from my office computer?

A:
Yes, on your breaks and lunch.

Q:
Can I find a doctor on-line?

A:
Yes, on your breaks and lunch.

Q:
Is it acceptable to use weather.com for work travel?

A:
Yes, if you need it for work.

Q:
Can I use the computer to locate the address and phone number of a relative that I need to reach about an emergency situation?

A:
Yes.

Q:
Is it okay to fill out tax forms on the Internet and submitting them using my work computer?

A:
No, not at any time.

Last Updated 4/26/06
Administrative Memorandum #708 and related administrative memoranda provide broad direction in acceptable use and other practices related to hardware and software.  The memorandum is not intended to be exhaustive in terms of unacceptable uses of state resources.  The Q&A addresses specific questions posed by employees.  Again, it is not intended to be exhaustive.
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