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ISSUED:  MAY, 2014
TO:





Nebraska Department of Education Staff

FROM:




Dr. Matthew L. Blomstedt, Commissioner of Education

SUBJECT:



SOCIAL MEDIA
FOR ASSISTANCE:

Contact Network, Education and Technology Administrator at 471-3503 or






VR Data Center 471-1200
	PURPOSE
This administrative memorandum addresses policies for use of social media by NDE staff and references other applicable administrative memorandums.  



Introduction
The Nebraska Department of Education (NDE) allows the secure use of approved social media and social networking tools (hereinafter referred to as social media) for professional use. Examples of such uses include enhancing communication, stakeholder outreach, collaboration, and information exchange; streamline processes; and foster productivity improvements. This administrative memorandum establishes policy on the proper use of these tools, consistent with applicable laws, regulations and policies.

Social media tools and terminology are constantly changing.  Click on the following hotlinks to learn more about social media and related terminology.
Account Authorization and Creation
NDE teams or programs wishing to use social media must refer to the appropriate guidelines for your division.  NDE accounts will be created per guidelines using the staff member’s nebraska.gov email account. Any sites, accounts, or pages pre-dating this policy, or created without prior authorization, will be subject to review, edit, or removal.

To represent NDE or act on NDE’s behalf staff must use an approved account, staff may not use their personal accounts to represent NDE or act on its behalf unless specifically approved in accordance with specific division guidelines. NDE staff members who receive approval to create and maintain social media accounts for their team or program must follow all administrative memorandums and are responsible for any inappropriate use. 

Changes to an established user’s account information must be provided to the department network staff. If an employee responsible for maintaining a social media account leaves NDE, his/her access shall be reassigned by the NDE network staff and immediate supervisor. 
Account Management, Maintenance and Monitoring

It is the responsibility of the approved staff member to monitor and maintain social media presence and content on behalf of their NDE team or program as follows:

· Ensure content is current and accurate.

· Monitor postings and comments for appropriateness and delete third-party postings that do not adhere to NDE policies and the individual terms of service for that platform.

· Ensure that proprietary financial, intellectual property, individual information or similar sensitive or confidential information is not revealed.

Moderating Third Party Comments
The following guidelines for moderating third-party comments must be posted on all NDE approved social media account/sites:

Comments and posts including, but not limited to, the following will be blocked or removed.
· Graphic, obscene, offensive, or abusive content including hate speech directed at race, color, gender, sexual orientation, national origin, ethnicity, age, religion, or disability.
· Attempts to defame any individual, group, business or organization.
· Solicitations or advertisements, including promotion or endorsement of services and products.
· Attempts to defraud any financial, commercial or non-governmental agency.
· Comments that suggest or encourage illegal activity.
· Inaccurate or misleading content.
The NDE reserves the right to block or remove posts that are not in keeping with the purpose and scope of the Department’s social media efforts and whenever necessary in order to maintain the integrity of the Department’s social media accounts. Violators of this policy may be banned from the social media sites.  
Acceptable Use

Communication through social media outlets must remain professional in nature and conducted in accordance with this policy. Approved staff members must not use NDE social media accounts for any activity not related to the NDE and its social media efforts. If a staff member violates the provisions outlined in this policy, he or she may lose social media access, and in addition, may face corrective or disciplinary action up to and including termination of employment as outlined in the Nebraska Department of Education Personnel Rules and the NDE-NAPE/AFSCME Agreement.

When posting on social media sites, staff members must adhere to the following:

· Keep paramount client protection, program integrity and respect, and protection of confidential information; 
· Keep interactions factual and accurate;
· Strive for transparency and openness in interactions;
· Ensure that links provided go to credible and safe sources of information;
· Post a correction if any information communicated is later found to be inaccurate or in error;
· Stay in compliance with existing guidelines governing the various state and national programs;
· Follow all requirements and procedures for the approved social media tool;
· No unlawful or inappropriate use of copyrighted material; and
· No expectation of privacy by employees in either social media used under this AM or use of social media for personal use on work time/resources.

Content of Social Media Messages

In keeping with the stated purpose of NDE’s use of social media to extend its public outreach, content and messages will be regularly published on various social media accounts. Social media shall only be used to further outreach and connect to the public in order to achieve NDE’s program goals and overall mission. For example, items that may be posted include, but are not limited to NDE business, activities, or other general departmental information that is of interest to the public. The content of all messages shall not supersede or undermine the policies, laws, or regulations of the NDE and those of the State of Nebraska.  
Records Management and Retention

NDE approved social media sites contain communications sent to or received by NDE staff members and such communications are therefore public records subject to State Records Retention Requirements. These retention requirements apply regardless of the form of the record (e.g., digital text, photos, audio, or video) and are the responsibility of the approved staff member(s) to maintain. See Administrative Memorandum #710 (Records Retention) for more information.
Security

Employees are required to use passwords that meet the Nebraska Information Technology Commission (NITC) password standard as outlined in 8-301 Password Standard.
Ethics

In its usage of social media, NDE and its approved staff members must comply with the Nebraska Department of Education Personnel Rules, Chapter 16 – Code of Ethics.
Approved Social Media Services
· Nebraska VR Guidelines (added as approved)
· Education Guidelines (added as approved)
