ADMINISTRATIVE MEMORANDUM #701
              USE OF COMPUTER EQUIPMENT AND SOFTWARE Nebraska Department of Education

            August, 2010
             Page 2 of 2

NEBRASKA DEPARTMENT OF EDUCATION

ADMINISTRATIVE MEMORANDUM #701

ISSUED: AUGUST, 2010
TO:

Nebraska Department of Education Staff

FROM:

Dr. Roger Breed, Commissioner of Education
SUBJECT:
STANDARDS FOR USE OF COMPUTER EQUIPMENT AND SOFTWARE


OUTSIDE OF THE OFFICE
CONTACT:

NDE Network Services -- call Lori Henkenius at 471-4733 





Vocational Rehabilitation or Assistive Technology staff -- call Dan Dulaney at 471-0963





DDS staff -- call Jim Williams at 471-2965
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1.
Memorandum - It is the intention of the Nebraska Department of Education to allow the use of Department-owned communications and computer technology to perform official Department business while at home or at other locations away from an office of the Nebraska Department of Education. The location of each item that has been checked out will be verified during the annual inventory.

2.
Checkout Procedures - Each team of the Department will establish a checkout procedure for equipment covered under this memorandum. Each Leadership Council member (LCM) will designate a staff member to monitor the checkout procedure. At a minimum, the following information must be provided upon equipment checkout:

User's Name (print)

Date of equipment checkout

NDE inventory tag # of equipment checked out (if applicable)

Where equipment will be used

Date due back

Date returned

Signature of employee checking out equipment

Appendix A is a sample checkout form with the minimum requirements depicted that may be used. Each team should retain completed forms 3 years or until completion of the next Department audit.

3.
Types of Equipment Covered - All Department-owned computer hardware, software and communications equipment are covered under this memorandum. Software and communications equipment that are internal to the computer need not be checked out separately. Software and/or communications equipment external to the computer should be checked out separately.

4.
Long-term and Permanent Checkout - Equipment and software may be checked out for extended periods of time or assigned permanently to employees. The provisions of this memorandum apply to both long-term and permanent assignments with the exception that equipment assigned permanently to an employee need not be recorded on the checkout sheet. In all cases, the existence and location of equipment and software must be verified during the annual inventory.  

5.
Inventory Coordination - The computer checkout forms will be used during a physical inventory to 1) identify who to contact to return equipment to be counted; and 2) identify who was last responsible for equipment which cannot be found.  

6.
Exempt vs. Non-Exempt - All non-exempt employees must receive prior written approval before checking out equipment or software. Reminder to employees and supervisors: All overtime for non-exempt employees must be approved in advance. (Reference Chapter 8 of the Personnel Rules and NAPE/NDE Agreement Article 8).

Supervisors may require prior written approval for employees who are exempt from overtime provisions of the Fair Labor Standards Act to check out Department-owned equipment and software.

7.
Virus Checking - All Department-owned equipment used off site must have virus checking software installed. Upon return to the department all software must be checked for viruses. 

8.
Software Duplication - Software used off site is subject to all copyright laws. Under no circumstances can NDE owned software be duplicated for personal use, or the use of others.

9.
Liability for Damage or Loss:  Each team is responsible for the loss or damage to equipment and software. An employee, whose willful action or gross negligence result in damage or loss of department-owned equipment and/or software, will be required to reimburse the department for the loss and may face disciplinary action as a result of the loss. 

10.
Assurance Statement:   Each employee checking out equipment under this memorandum must sign for equipment before removing it from the department. When checking out equipment and by their signature, each employee agrees:

A.
To use reasonable care in transporting and using the equipment that is in their care, custody, and control, and assure that all equipment is secured while not in use.

B. To promptly report to his/her supervisor and to the appropriate network administrator any malfunction, damage, or loss of the equipment. The employee further agrees to promptly return equipment needing repair or maintenance to the Department and will not attempt to repair the equipment themselves or have it repaired by others.

C.
To use the equipment only for official Department of Education business and not for any personal business or other incidental business pursuits. The employee will not allow the equipment to be used by others for purposes other than official Department of Education business.

D. That the employee understands and agrees to abide by the provisions of this administrative memorandum.

E. That equipment/software will be returned immediately to NDE in the event the employee is separated from their employment with NDE for any reason, or upon request of NDE for any other reason including placement on investigatory suspension.

Purpose





The purpose of this memorandum is to establish uniform memorandum and authorization procedures for the use of NDE computer equipment and software while at home or on travel status.








